
 
  March 3, 2021 

 
The Honorable Denis McDonough 
Secretary 
Department of Veterans Affairs 
810 Vermont Avenue, N.W. 
Washington, D.C.  20420 
  
          Re:  OSC File No. DI-21-000253 
                  Referral for Investigation--5 U.S.C. § 1213(c) 
  
Dear Mr. Secretary: 
  

I am referring to you for investigation a whistleblower disclosure that officials at the 
Department of Veterans Affairs (VA), Long Beach VA Healthcare System (Long Beach 
VAHCS), Long Beach, California, engaged in actions that may constitute a violation of laws, 
rules and regulations, gross mismanagement and a substantial and specific danger to public 
health. A report of your investigation of these allegations and any related matters is due to the 
Office of Special Counsel (OSC) on May 3, 2021.  

 
, Chief of Health Information Management (HIM) at the Long 

Beach VAHCS, who consented to the release of  name, disclosed that officials at the Long 
Beach VAHCS  are not adhering to Federal regulations and agency directives related to 
electronic protected health information, which outline specific processes and procedures for 
altering and modifying medical records, in order to maintain patient confidentiality and records 
integrity.1 The allegations to be investigated include:   

 
 Long Beach VAHCS staff do not consistently activate the medical records audit 

trail, compromising the integrity of electronic medical records and violating the 
“HIPAA Security Rule” and VHA directives related to preservation and 
maintenance of health records and health record alterations and modifications; 
and 

 
1The relevant Federal regulation, “The Health Insurance Portability and Accountability Act of 1996 
(HIPAA), Security Rule” was established to ensure the confidentiality and integrity of all electronic 
protected health information, including ensuring “…that data information has not been altered or 
destroyed in an unauthorized manner.” 45 C.F.R. § 160, 164. VA Handbook 1907, “Health Information 
Management and Health Records,” provides, in relevant part, that “every VA employee with access to 
patient health records in any medium is responsible for the proper use, disclosure, and handling of the 
patient health records.” (emphasis added). Other Relevant VA directives include “Veterans Health 
Administration (VHA) Directive 1605, “VA Privacy Program;” and VHA Directive 6500, “Managing 
Information Security Risk: VA Information Security Program.” 
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Additional important requirements and guidance on the agency report are included in the 
attached Appendix, which can also be accessed at https://osc.gov/Pages/DOW.aspx. If your 
investigators have questions regarding the statutory process or the report required under 5 U.S.C.  
§1213, please contact Catherine A. McMullen, Chief, Disclosure Unit, at (202) 804-7088 or 
cmcmullen@osc.gov for assistance. I am also available for any questions you may have.   

  
Sincerely,   

 
Henry J. Kerner 

       Special Counsel 
 
Enclosure  
 
cc:  The Honorable Michael J. Missal, Inspector General 



 

APPENDIX 
AGENCY REPORTS UNDER 5 U.S.C. § 1213 

 
GUIDANCE ON 1213 REPORT 

● OSC requires that your investigators interview the whistleblower at the beginning of 
the agency investigation when the whistleblower consents to the disclosure of his or her 
name.    

● Should the agency head delegate the authority to review and sign the report, the 
delegation must be specifically stated and include the authority to take the actions 
necessary under 5 U.S.C. § 1213(d)(5). 

● OSC will consider extension requests in 60-day increments when an agency evidences 
that it is conducting a good faith investigation that will require more time to complete.   

● Identify agency employees by position title in the report and attach a key identifying 
the employees by both name and position. The key identifying employees will be used 
by OSC in its review and evaluation of the report. OSC will place the report without the 
employee identification key in its public file.   

● Do not include in the report personally identifiable information, such as social security 
numbers, home addresses and telephone numbers, personal e-mails, dates and places of 
birth, and personal financial information.     

● Include information about actual or projected financial savings as a result of the 
investigation as well as any policy changes related to the financial savings.   

● Reports previously provided to OSC may be reviewed through OSC’s public file, which 
is available here: https://osc.gov/Pages/Resources-PublicFiles.aspx. Please refer to our 
file number in any correspondence on this matter.   

 
RETALIATION AGAINST WHISTLEBLOWERS 

In some cases, whistleblowers who have made disclosures to OSC that are referred for 
investigation pursuant to 5 U.S.C. § 1213 also allege retaliation for whistleblowing once the 
agency is on notice of their allegations. The Special Counsel strongly recommends the agency 
take all appropriate measures to protect individuals from retaliation and other prohibited 
personnel practices.   

 
EXCEPTIONS TO PUBLIC FILE REQUIREMENT 

OSC will place a copy of the agency report in its public file unless it is classified or 
prohibited from release by law or by Executive Order requiring that information be kept secret in 
the interest of national defense or the conduct of foreign affairs.  5 U.S.C. § 1219(a).   
 
EVIDENCE OF CRIMINAL CONDUCT 

If the agency discovers evidence of a criminal violation during the course of its 
investigation and refers the evidence to the Attorney General, the agency must notify the Office 
of Personnel Management and the Office of Management and Budget. 5 U.S.C. § 1213(f). In 
such cases, the agency must still submit its report to OSC, but OSC must not share the report 
with the whistleblower or make it publicly available. See 5 U.S.C. §§ 1213(f), 1219(a)(1). 
 
 

 




